City of Minneapolis
Request for Committee Action

To: City Council
Date: 9/23/2016
Referral: N/A

From: City Clerk's Office
Lead Staff: Jackie Hanson
Presented by: N/A

File Type: Receive & File

Subcategory: Report

Subject:
State Auditor Finding on PeopleSoft Access

Description:
1. Receiving a report from the Audit Committee on the State Auditor Finding on Peoplesoft
Access.

2. Referring the matter to the City Coordinator for a report to the Committee of the Whole on
progress by the end of calendar year 2016.

Previous Actions:
N/A

Ward/Address:
Not Applicable

Background/Analysis:
N/A

Financial Review:
No financial impact.

Attachments:
1. Audit Committee RCA
2. Internal Audit Department Memorandum



City of Minneapolis
Request for Committee Action

To: Audit Committee
Date: 9/20/2016
Referral: N/A

From: Internal Audit

Lead Staff: Will Tetsell
Presented by: Will Tetsell
File Type: Receive & File
Subcategory: Report

Subject:
Report Analyzing the State Auditor Finding on PeopleSoft Access

Description:
1. Receiving the Report Analyzing the State Auditor Finding on PeopleSoft Access

2. Directing staff to publish the report
3. Referring the report to the City Council

Previous Actions:

The Audit Committee provided staff direction at their meeting on July 19, 2016 to do an analysis
following up on the Office of the State Auditor’s 2015 Financial Statement Audit. Part of Finding
2014-003 stated that a terminated employee accessed the financial general ledger system after
they were terminated. The Internal Auditor was directed to determine the circumstances of the
access and what needs to be done to remediate the issue.

Ward/Address:
Not Applicable

Background/Analysis:

The objectives of this analysis, in line with Audit Committee staff direction, were to determine
the circumstances under which a terminated employee accessed the financial general ledger
system, and to recommend how similar access can be prevented in the future.

Financial Review:
No financial impact.




o R g Internal Audit Department
M I n n ea 0 lls 350 South 5" Street, Suite 302
Minneapolis, MN 55415-1316

City of Lakes (612) 673-2056

Date: September 20, 2016
To: Audit Committee

Re: Office of the State Auditor Management and Compliance Report Finding 2014-003

The Office of the State Auditor published their Management and Compliance Report for the City of
Minneapolis in June of 2016 for the fiscal year ending 12/31/15. Upon review of the report, the Audit
Committee requested that Internal Audit conduct an analysis into the finding regarding system access
(Finding 2014-003 — Network and System Access Termination). The intent of the analysis and this memo
was to identify the root cause of a component of this finding and report back to the Audit Committee
with results.

The finding stated that one City employee’s access to the general ledger system that was not disabled
timely had accessed the general ledger system after their termination date. Internal Audit gathered
information from the department that employed this individual, Finance staff and IT staff to understand
the sequence of events that lead to this finding.

The component of the State Auditor’s finding that asserts a terminated employee’s account was used to
access the general ledger appears to be inaccurate. The information the State Auditors were using to
assert this appears to be flawed. Below is a timeline of events as it relates to this employee’s access
termination:

e 7/10/15 last COMET login (general ledger)

e 8/13/15 last day of employment

e 9/8/15 job change form signed by supervisor
e 10/15/15 HR account locked

e 1/6/16 PeopleSoft Finance account locked

e 8/9/16 Active Directory account locked

As the State Auditor’s finding mentions, access termination is a sequence of events that involve multiple
departments. If information doesn’t move within this process in a timely manner, or deviates from the
typical process for some reason, the outcome can leave the City unnecessarily exposed to risk.

The details do, however, illustrate the effects of a decentralized access provisioning process that creates
an opportunity to leave the City unnecessarily exposed to the risk of allowing access to potentially
confidential information to unauthorized individuals.
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